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DEFINITION & STAKEHOLDERS

Cyber security comprises of controls (covering people, process and technology)
designed to protect systems, networks and data from digital attacks.

Cyber Security is the collection of tools, policies, security concepts, security
safeguards, guidelines, risk management approaches, actions, training, best
practices, assurance and technologies that can be used to protect the cyber
environment as well as organizations’ and users’ assets. It encompasses the
protection of electronic systems from malicious attacks and the means by which
the consequences of such attacks should be handled.

Stakeholders involved include:
Air Traffic Control Systems

v Airport Operators
Airport Information Systems
Aircraft operators
\
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Aircraft Systems

Airport Tenants (Cargo, Duty Free, Catering, Ground Handling, etc...)
Aircraft Manufacturers

System Developers

PEOPLE INVOLVED IN ALL THE ABOVE
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PEOPLE

IN THIS CORNER We HAVE

FIREWALLS, ENCRYPTION,
ANTIVIRUS SOTTWARE , ETC.
AND W THIS CORNER,
W HAVE DAve [/
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WHY CYBERSECURITY IN TECHNICAL DOMAINS

On the dround behind the lines

In the Air Se
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CURRENT INFRASTRUCTURE

Satellite Communications Cabin links accessibie to

passengers (Cabin Wifi plug
(SATCOM) cabin seats, FAPT‘Blue:ootr - <)m

Aircraft - Groundlinks (ACARS
HF VHF SATCOM;GPS ILS .)
with in-flight access
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ACARS i 5 HF & VHF Satcom
Aircraft- Ground wirelesslinks = =~ - GateLink

(Gatelink, GSM. Wifi, WiMax Wireless)

Maintenance & Industrial systems
(PMAT, Portable Data-Loader, troubleshoobting
equipment. USE keys, |Tcards ..)

Supply chain Engineering Centre Hangar
(Transit of Software from
Supplier to Manufacturer. )




FUTURE INFRASTRUCTURE

. your



IN TERMS OF SECURITY TERMINOLOGY
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SOME EXAMPLES

Dozens of aircraft VANISIH from UNITED ]
air-traffic control radars B Tawitomon Dk Eons M
sparking HACKING fears

FAA Hack Attack Did Not Hit Air-Traffic
Control...Yet
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e United Airlines bug bounty program
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COLLABORATION IS KEY
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GLOBAL/REGIONAL EFFORTS TO ADDRESS CYBER SECURITY

DECLARATION ON CYBERSECURITY IN CIVIL AVIATION
DUBAL UNITED ARAB EMIRATES
4TO 6 APRIL

lited
the A secunty.

mc.mmmmmacm)nm Uansted Ansb Esmurstes fiom 4 1o 6
Apnl 2017,

Recalliag the Comvention on the Supprezsion of Unlawfil Acts Relarng to Irtermational Crvil
Aiasion, sad the Proecol Splemsmmy 1o the Comenton R the s.wm of Unlawfil
Setzure of Aircraft Done at Besjing cn 10 Septemsber 2010 (Beying Instruments

Recalling further the ICAO Assembly Resolution A39.19: Addressing Cybersecurity in Civil
Aviation. and the mmportance and urgency of protecting civil aviaon's crtical mérastructure
systems and data against cyber threats by, inter alia

3)  implementiog global, regicnal and 1
based on a shared vision;

b)  increasing the resilience of the global aviation system agaiast cyber threats that may
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BN 5 e AVIATION SECURITY ROADMAP
Recogaizing that cyber incidents can affect critical (ml avistion systems workdwide with
catastrophic consequences, incloding the availability of information and. commmaications
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- ¥ 2 callaborative. Security in Africa and the Middle East

Sharm El Sheikh, Egypt, 22-24 August 2017
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ASSEMBLY — 40TH SESSION
EXECUTIVE COMMITTEE
Agenda Ttem 12: Aviation Securiey — Palicy

ICAO CYBERSECURITY STRATEGY.

(Presessed by the Couseil of ICAO)

EXECUTIVE SUMMARY

This poper presests 3 comprebessive Cybersecurity Strategy aod, 1o highlight it vegeacy aad|
mportacce, mcludes a0 -us.uugm-mg Cyberzecursy in Conl Aviation supporting it
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Chvil Avtation and Prosocol Supplementary to tha Convention for the Suppression of Unlawful
Setzure of Aircraft
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